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Madware and malware are two types of Andr0|d security risks that have hadxa,con5|stent
presence over the past few years. They have been found in apps hosted both oﬁiﬁepgle Play
and on third-party app stores.
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Madware refers to apps that use aggressive ad libraries. There are/atyl ast 65 knowi‘y)ad

libraries and over 50 percent of them are classified as aggressive libr rl-és’,rThe percentage
of madware on Google Play is steadily increasing, reaching over 23 pel/cfe t'in‘'the first half
of 2013. On average, apps were trending towards using two ad I|brar|es rég’@es;, of how
aggressive the ad libraries are. . ////

&

. The presence of malware in each app category varies on Google Play and on third-party

__app stores, as certain categories contain more than others. The growth of the number of
known malicious samples is much higher than the linear growth of the number of malware
families. Apps from the Personalization and Libraries & Demos categories contain the most
madware. Most third-party app stores host more security risks than Google Play does.
Howeuver, the level of security risks on 11 percent of known third-party app stores is lower
than on Google Play.
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AGGRESSIVE AD LIBRARIES IN
FREE ANDROID APPS

Qg ¢ Developers can
monetize mobile
apps by displaying
advertisements on
them. 99
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Aggressive ad libraries in free Android apps

Ad library

80%
aggressiveness .
Developers can monetize
mobile apps by displaying g
advertisements on them. S0%
They can use at least 65
ad libraries that we know —
of for this purpose. These
libraries have the ability 30% | L | B High Severity
to collect mfor'matlon. ———
about the app’s user in 20% )
order to serve targeted W Low Severity
advertisements. However, 10% I
that can be abused and
depending on which 0% . RRAw .
. @‘?e}:eéﬁ & & e @&:a@,&
Geveloper chooses (0 S S I T S
‘\ i & s o o
use, personal data can .\d":ﬁ‘ & @-@,ﬁi\o&% %q“"b a@iﬁi@‘i@ﬁﬁi@“ b)\a‘-@:@ﬁ ;&‘i&ﬁ
be leaked through an L F S # PP
; -o & T L &yﬁg&nﬁf%ﬁo"&,@?
ad library. Additionally, ST & R o & g gt
an ad library can exhibit o

annoying behaviors such
as displaying ads in the

notification bar, creating
ad icons or changing Web browser bookmarks.

Figure 1. Ad libraries’ behaviors and their levels of severity

There are 17 groups of behaviors that we associate with ad libraries. Figure 1 presents the usage of different
behaviors among all of the ad libraries.

We can see that more than two thirds of ad libraries
collect device information, such as its IMEI number or
phone producer and model. This is not too intrusive
and many other apps collect the same information.
However, a third of ad libraries display ads in the
notification bar, which may annoy the user.

Because some behaviors are more intrusive or annoying
to the user than others, we defined three severity levels
to describe how aggressive the ad library behavior is:

Medium Severity
34%

* Low severity behaviors (green bar): No leakage of any
data, just displays ads in the app window

* Medium severity behaviors (yellow bars): Leaks some
data that is not considered to cause much harm (such
as location information, mobile network information).
Also, most users do not find them annoying.

¢ High severity behaviors or madware behaviors (red
bars): The most aggressive behaviors. Leaks private
data (phone numbers or user account information) or

annoys the user (shows ads in the notification baror  Figyre 2. Percentages of ad libraries’ aggressiveness
plays a voice ad when making a phone call).

Based on how aggressive their behaviors are, we




classified ad libraries into one

of three groups: low severity,
medium severity and high severity.
Any app containing high severity
ad libraries is called madware

and 55 percent of all known ad
libraries are classified as such

(see Figure 2).

It is important to stress that

this is based on the capability

to use certain behaviors. An app
developer can decide to use only

a subset of behaviors available for
a given ad library. However, we
consider it would have negligible
impact on the analysis, so we
assume all available behaviors
are used.

Aggressive ad libraries
on Google Play

The percentage of apps containing
aggressive ad libraries (madware)
on Google Play goes up each year
(Figure 3). About half of all apps
are supported by ad libraries and
this has been consistent over the
years, with a slight increase to 55
percent so far this year. However,
in general, the percentage of
madware grows at constant rate.
In 2012, 15 percent of apps seen
on Google Play included madware,
while in 2013 up to the end of
June, we have seen that 23.8
percent of apps contain madware.

Third-party app stores
versus Google Play

The presence of madware on third-
party app stores is different than
on Google Play. Figures 4 and 5
show the trend in the percentage
of madware in the oldest app
stores and the largest app stores.
We can see that:

¢ The majority of third-party
stores have a higher percentage
of madware than Google Play.

¢ The percentage of madware
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Figure 3. Percentage of apps on Google Play containing aggressive and/
or any ad library seen each year
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Figure 4. Percentage of madware in new or updated free apps on the
oldest third-party stores in 2013
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Figure 5. Percentage of madware in new or updated free apps on the
largest third-party stores in 2013




does not show clear signs of
increasing or decreasing.

e The oldest app stores have a higher
percentage of madware.

In Figure 6, we compare the levels
of security risks on Google Play with
third-party stores hosting more than
1,000 free apps. There are 175 such
third-party stores in total and only 19
(11 percent) of them meet up to the
Google Play standard (Google Play is
regarded as a trusted source). That
is, the percentage of security risks
in those stores is lower or equal to
Google Play.

Figure 7 shows the third-party app
stores with the largest proportion

of madware, among apps added or
updated in the first half of 2013.

In these ‘madware stores’, over

40 percent of newly published (or
updated) apps were madware. We
recommend users avoid downloading
apps from them.

Number of ad libraries
per app

The average number of ad libraries
used in ad-supported apps has grown
from 1.6in 2011 to 1.8 in 2012. This
figure dropped to 1.7 in 2013 so far.
However, when aggressive ad libraries
are used, the average number of ad
libraries per app is higher: 2.75in
2011, 2.79in 2012 and 2.2in 2013.
There is a strong shift towards using
two ad libraries per app when it comes
to madware observed this year.

When we looked at the distribution
by the number of ad libraries used,
we can see that when developers use
aggressive ad libraries, they are more
eager to use a higher number of ad
libraries (Figure 8 and Figure 9).

We can also see a general trend in
the use of more ad libraries per app
in 2012 than in 2011.That trend
continues in 2013 with the largest
increase seen in apps containing two
ad libraries. This is more pronounced
among apps using aggressive ad
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Figure 6. Insecure versus secure third-party stores based on the
Google Play standard from January to June 2013
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Figure 7. Major third-party madware stores from January to June
2013
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ad supported apps
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libraries - the use of two ad

libraries increased from 32.2
percent in 2011 to 35.5 percent 45%
in 2012 and it grew further to

50%

43 percent in 2013 (Figure 9). w0
Interestingly, there is a drop in 35%
apps using more than four ad 0%
libraries when it comes to apps
25% 2011

using aggressive ad libraries in
2012 and 2013 (Figure 9) while 20%
in general, the percentage of
free apps supported by more
than four ad libraries increased 10%
in 2012 (Figure 8).
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Madware trends in
Number of Ad Libs

app Categorles Figure 9. Distribution of the number of ad libraries used per app for apps
The madware usage differs using aggressive ad libraries
between app categories. There
are 25 app categories
in total and most of

them have seen an 80%
increase in the usage
of madware in 2012 70%
compared with 2011,
and a further increase 60%

Libraries & Demo
category recorded a high
increase in 2012 and a

in 2013. The highest
increase can be observed =0 [
in the Personalization
category, while the Ll |
30% |
&
Q?

Litaaddae
& o S

slight drop in 2013. It is 20%

worth mentioning that

a lot of live wallpapers s

and widgets fall into

the Personalization o 5 & = B . o A
category, which explains & & & & & Kd.é"
such a huge increase & Q«i}' & & FF q*"@ S @Q’ %4

of madware, although 2 & 2 g e ‘(g'f?o «  p &

we cannot provide the &F o a’é&

breakdown for that Figure 10. Madware usage in Google Play based on app categories

category. The bar chart
in Figure 10 shows the
categories with the highest increase in the percentage of madware.
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Android malware

Android malware trend

The trend in the volume of

X 300000
malware threats, variants and
samples is presented in Figure 11.
. . Y 250000
There is a massive growth in the
volume of malware families and
200000
samples:
e The number of known malware £ 1soo00
E s family Count

families increased by 69 percent
between June 2012 (121 threat 100000
families) and June 2013 (204 =sample Count
threat families). 50000

¢ The number of known malware
samples increased almost
four times between June 2012
(about 32,000 samples) and
June 2013 (about 273,000
samples).

Malware trends by
category

The percentage of malware in each app category is presented in Figure 12. The values have been gathered on all
apps available since 2010. On third-party app stores, the most dangerous is the Games/Arcade & Action category
followed by the Photography

category. 25%

variant Count
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Figure 11. Android malware growth

However, when we just look
at Google Play and how s
the ten most dangerous

categories have changed
in 2011, 2012 and so far
in 2013 (Table 1), we can

see that the Photography

category is no longer that m All Portals
dangerous. Currently, users 1% I -
should be cautious when

downloading apps in the N soogle Blay
Multimedia category. It 0.5% I I

is worth noting that the

|
Entertainment category I I I I I I l I | l l I l
always makes it into the 0% B = '
top three most dangerous s LY BT F  F &
; g _ #
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Figure 12. Top ten app categories with the highest percentage of malware
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Table 1. App categories on Google Play with the most malware between 2011 and 2013

2011 Category | 2011 Malware 2012 Category | 2012 Malware | 2013 Category 2013 Malware
Percentage Percentage Percentage

Photography 1.77 Books & Reference | 0.56 Multimedia 0.72
Entertainment 1.01 Entertainment 0.36 Social 0.37
Communication 0.47 Games/Racing 0.35 Entertainment 0.3

Tools 0.45 Multimedia 0.29 Lifestyle 0.23

Social 0.31 Personalization 0.24 Communication 0.19
Personalization 0.19 Social 0.2 Tools 0.16

Travel 0.18 Communication 0.18 Games/Sports Games 0.14
Games/Casual 0.13 Games/Cards & 0.15 Games/Racing 0.08

Casino

Productivity 0.12 Games/Casual 0.15 Games/Cards & Casino 0.05
Transportation 0.12 Travel 0.14 Games/Casual 0.05

Third-party app stores hosting malware in 2013

Although malware slips into Google Play, most malware is hosted on third-party app stores. There are also stores
that only host malware. However, such stores do not live long or they offer very few apps, with less than 1,000
apps added in first six months of this year.

When it comes to 10%
more active third-
party app stores, the 9%

percentage of malware

apps added in the first 8%
half of 2013 can be

as high as 10 percent. 7%
Figure 13 shows the
percentage of malware 6%
added to third-party

app stores in the first 5%
half of 2013. In the

case of Anzhi portal, 4%

almost one out of ten

apps added this year is 3%

malicious. -
1%
0%

anzhi apks20 azdsd iandroid  starandroid anall gooyo aibala

Figure 13. Third-party app stores hosting the most malware from January to June 2013




CONCLUSION

66 There was 2

large increase in
the number of

malicious APKs in
the middle of 2012

and again in the

second quarter of

pAONRCH

1

" aniett0t11101101
tio101010101011011
101101010110101101

010110111101 101

H01010110101104
WHo110111101194
;:J ﬁ: 10101011011

1011010719,
1011011110119 .
nmommmn 3
p]nmnmo:mr




@H(:Symantecw - _ Mobile Adware and Malware Analysis

Conclusion

We see a constant growth in the presence of security risks among Android applications, be it malware or
madware. There was a large increase in the number of malicious APKs in the middle of 2012 and again in the
second quarter of 2013. The presence of madware on Google Play has grown from 2011 to 2012 and again in the
first half of 2013, while the vast majority of third-party app stores host an even greater presence of madware
and malware. By the end of this year, we can expect one in four free apps available on Google Play to contain
madware.
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