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Disaster Recovery Pressures Rise Due to Cost of Dawne and More Stringent RTOs

Symantec research reveals I T spending more on DR yet vulnerable in testing, virtual environments

CUPERTINO, Calif. — June 30, 2009 -Symantec Corp. (Nasdag: SYMC) RESOURCES:
today announced the global results of its fifthwadd T Disaster Recovery
survey which demonstrates rising DR pressures on orgéoizs caused by ADD|T|ONA|— INFO:
soaring downtime costs and more stringent IT serlégel requirements to * 2009 Disaster Recovery Research Re¢
mitigate risk to the business. The study also shiiaswhile DR budgets are | ®© 2009 Disaster Recovery Research Repol
higher in 2009, they are expected to remain flar elie next few years — global press presentation
requiring IT professionals to do more with the saméess. » 2009 Disaster Recovery Research Re

- Key Findings
The survey highlights that while recovery time alijes were reduced to 4 e 2009 Disaster Recovery Research Re
hours in 2009, disaster recovery testing and Jigaton are still major North America press presentation
challenges for organizations. Respondents repattDR testing increasingly e 2009 Dsaster Recovery Research Re
impacts customers and revenue, and one in fow f@ist Nearly a third of EMEA press presentation
organizations don't test virtual environments ag pétheir disaster recovery e 2009 Disaster Recovery Research Re
plans, and a slightly larger percentage of vireralironments aren't regularly Asia Pacific press presentation
backed up — pointing to the need for more automaditd cross-environment « Testing your Disaster Recovery Solution
tools. e 2008 Disaster Recovery Research R

Downtime costs are significant
The average cost of executing/implementing disastvery plans for each downtime incident worldsvid
according to respondents is US $287,600. In NortieAca, the median cost can climb to as high a8 $20.
Globally, this number is highest for healthcare indncial services organizations. In North Ameyittee median
cost for financial institutions is $650,000.

This is alarming when one considers that one in fests failed and 93 percent of organizations Headkto execute
on their disaster recovery plans. Respondents tegptinat it takes on average three hours to aclsiksieton
operations after an outage, and four hours to bendpunning. This is dramatically improved over 2008
findings, where only three percent of respondents repdinigckthey could achieve skeleton operations wittin
hours, and 31 percent believed they would havelibasgperations within one day.

2009 DR spending bucks trend

The research shows that the annual median budgdisfaster recovery initiatives, including backtggovery,
clustering, archiving, spare servers, replicattape, services, disaster recovery plan developarahbffsite costs
at data centers surveyed is $50 million. Accordmgespondents, this number will continue to grbvotighout
2009, but more than half (52 percent) of resporgibalieve that budgets will be flat in 2010, makitnigore
challenging for IT management to better leveragér thssets including hardware, software and perdonn

Executive involvement doubled in past year

According to the 2009 disaster recovery surveyp@@ent of respondents reported that their disastevery
committees involved the CIO, CTO or IT director significant increase from last year’s researchrel®3 percent
of respondents indicated executive involvementbdgets increased over the past year, disastevegco
initiatives have become more of a competitive défdiator, and impact of downtown on customerséatgr than
ever. Another reason for executive involvemenhesihcrease of applications that are seen as missitical. Sixty
percent of applications were deemed mission clitigaespondents, and nearly the same amount isredvn
disaster recovery plans. Any sort of outage todlsgstems will have an enormous impact to the legsin



Disaster recoverytesting improves but still a major challenge
This year, 35 percent of respondents reportediegttest their DR plans once per year or lesauatly — a 12
percent improvement from last year. In additiame @ four tests still fail, showing a dramatic dder
improvement in this are&®easons most respondents cited for why organizaticen’t testing include:

» Lack of resources in terms of people’s time (4&pet)

» Disruption to employees (44 percent)

» Budget (44 percent)

» Disruption to customers (40 percent)

Also a concern is that more organizations repditatidisaster recovery testing increasingly impaagomers and
revenue over previous years. Forty percent of medgats reported that disaster recovery testingimjlact their
organizations’ customers and nearly one third @%ent) reported that such testing could impadt the
organization’s sales and revenue. Symantec recousrtbat organizations implement disaster recovestjrig
methods that can be run frequently and withoutgison to business operations. Symantec believasp#ople and
processes are the main reason tests fail, poittditige need for more automation.

Virtualization still a major challenge

Sixty-four percent of worldwide respondents repattteat virtualization is causing them to reevaluhtgr disaster
recovery plans. This is up from 55 percent in 2Q&8l, nearly a third (27 percent) of organizasao not test
virtual environments as part of their disaster vecy initiatives. This number has improved in tlaestyear,
lowering from more than one-third (35 percent) afamizations who did not test in 2008. Additionaltyore than
one-third (36 percent) of data on virtualized systés not regularly backed up, showing no improvenirethe past
year (37 percent in 2008). Over half of the respmtsl cited lack of backup storage capacity andraated
recovery tools as top challenges to protecting otat@rtual environments.

In addition, the study found that globally, morantalf of respondents cited:
» Lack of storage management tools as the top clyglenprotecting mission critical data and applora
in virtual environments (53 percent)
* Resource constraints such as people, budget, acé sg the top challenges to backing up virtuahinas
suggesting a need for greater automation and tlieyab leverage existing IT investments in order
lower costs (51 percent)

Recommendations

As demonstrated over multiple years of this stliagk of resources continues to be an issue, yetdbes of
downtime are staggering. Organizations can alsa bletter job at curbing the costs of downtime bglamenting
more automation tools that minimize human involvatrend address other weaknesses in their disastevery
plans.

Because disaster recovery testing is invaluablecé significantly impact business — includingtousers and
revenue — organizations should seek to improvetigeess of testing by evaluating and implemerigsting
methodswhich are non-disruptive.

Finally, organizations should include those resfmador virtualization into disaster recovery ptarspecially
testing and backup initiatives. Virtual environnmeeshould be treated the same as a physical sesh@sjng the
need for organizations to adopt more cfplgform and cross-environment tools, or standardinn fewer
platforms.

“This year's Symantec-sponsored research cleaggtifies key issues, hidden risks and best practite
implementing DR. While some aspects are trendiniy tie impact of downtime is greater than everobef’ said
Rob Soderbery, senior vice president of Symantetisage and Availability Management Group. “Theggug cost
of downtime places greater emphasis on businedsichwneans more pressure on IT. If organizatioasat
protecting virtual environments, not testing tHeR plans and seeing one out every four teststait something
needs to change to better manage risk to the ssi@Fganizations should implement solutions tddtess these
needs while allowing them to leverage existing &s5e



About the 2009 Symantec Disaster Recovery ResearReport

In its fifth year, the2009 Symantec Disaster Recovery Research repart annual global study commissioned by
Symantec to highlight business trends regardingstiés recovery planning and preparedness. Condhgted
independent market research firm Applied ResearektWuring June 2009, the study polled more th&® 16
managers in large organizations across 24 courntrihe® U.S. and Canada, Europe and the Middle, Bast
Pacific and South America to gain insight and ustierding into some of the more complicated facissociated
with disaster recovery.

About Symantec
Symantec is a global leader in providing secustgrage and systems management solutions to hefueeers and
organizations secure and manage their informatiored world. Our software and services protect agfainore
risks at more points, more completely and effidigregnabling confidence wherever information isdise stored.
More information is available at www.symantec.com
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